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Part A  Terms of Usage of ePortal Damas 

A.1. General Provisions

This paper contains rules to be obeyed by all users and entities authorized to use ePortal Damas for trading. The trading authorization is covered by the auction rules. 
Under these Rules, “Framework contract for electricity transmission through connecting lines for 2006” is referred to as the Contract.


Unless otherwise stated in these Rules, defined terms used under these Rules are interpreted according to the Contract.

Provisions of legal regulations, the Operation Order of SEPS, a.s. and the Contract take priority over the text of these Rules.

For the purposes of these Rules:

· a user is any worker of an entity defined according to Article A.3.2. who is entitled to participate in trading by means of ePortal Damas; and

· an operator is an employee of SEPS, a. s. defined according to paragraph A.5.1.

A.2. Characteristics of ePortal Damas 

ePortal Damas is a set of technical resources including: a server connected to the Internet, the Damas software application, a system database and the active domain https://damas.sepsas.sk. ePortal Damas allows smooth running of day-to-day processes of sending schedules and daily auction administration on cross-border profiles. It provides gathering, verification and processing of technical-business data according to a preset algorithm applicable for a given period and a given cross-border profile, as well as other communication described under these Rules between SEPS, a. s. and ePortal Damas users. 

Unless specified otherwise, users can upload data to or download data from ePortal Damas in two alternative ways:

· using an electronic form in the html format; or 

· using an XML file with a given definition pursuant to Part C for a particular use case.
ePortal Damas provides client application implemented as an MS Excel plug-in.

With this application, the user can create and modify forms to be later uploaded to ePortal Damas as an XML file, or view forms downloaded as XML files from ePortal Damas. When working with data, you can insert sample files, or create and use custom samples. 

This application allows automated data interchange with ePortal Damas (download/upload of a required XML file), including both the communication with ePortal Damas by means of a Web Service and the XML file conversion to a MS Excel form to be further processed. If the user fails to use the Web Service, he or she can use visual use cases for XML download/upload in ePortal Damas to carry out the exchange and then work with these files using the Client Application.

All time data specified in connection with use of ePortal Damas – particularly gate closures for data delivery, publishing of auction results, etc. - are in the applicable time format, unless otherwise specified. The system time of ePortal Damas, displayed in the user account environment, is used as the basis for determining data closures for data delivery. Data delivery is only valid when the application server of ePortal DAMAS receives the data before the gate closure and confirms the receipt. After the gate closure, data are rejected for exceeding the time limit and the user is notified of the rejection by a message in the user account environment.
A.3. Access to ePortal Damas 

A.3.1. Equipment Necessary for Access to and Use of ePortal Damas

The equipment necessary to access ePortal Damas is described in the workstation standard for access to ePortal Damas, which is included in Part D herein.

A.3.2. Creating a User Account

Any entity entitled to participate in trading has its user account created in ePortal Damas. An ePortal Damas user account is created within five working days from submitting a completed application form for creation/modification of user account in ePortal Damas – see Part C. This account is created for the name of the entity (company – corporate body) entitled to participate in trading in ePortal Damas and the name of an ePortal Damas user (natural person). The form must be signed by an authorized person (Certificate of Incorporation).

By sending such signed application form, the user undertakes to observe these Rules. Should any user break the Rules, the provider of ePortal Damas (SEPS, a. s.) reserves the right to cancel the user’s user account.

Before a user account is created in ePortal Damas, a qualified certificate must be issued. The certification procedure is described in Part D herein. An exported data file containing the certificate without the personal key received by e-mail from the ePortal Damas operator must be attached to the application form. SEPS, a. s. is entitled to verify the information contained in the data file and decline to create the corresponding user account should it find any discrepancy between the information and reality. SEPS, a. s. is entitled to prevent the user from accessing ePortal Damas – or to block use of the user account – should the operator find any discrepancies in the qualified certificate and user information, should the certificate expire or in any other case specified under the Contract (if signed by the entity).

All required information must be provided in the form, including the specification or modification of access rights for each ePortal Damas module for a new user or an existing user. Each entity entering ePortal Damas makes one of its representatives (users) its local administrator for ePortal Damas, with special rights to edit access rights of other users belonging to the same entity.

In their user account environment, ePortal Damas users can perform business transactions and customize settings of their user accounts.

The user account environment includes mainly:

· Information on the system time of ePortal Damas;

· Messages from ePortal Damas, or from ePortal Damas operators providing information on the state of ePortal Damas, or confirming performed operations;

· Document informing users of newly deployed functionalities and procedure modifications – Current Operation State; and

· A set of commands for performance of activities described by the Rules (menu), which vary from user to user depending on their rights.

A.3.3. Availability of ePortal Damas

ePortal Damas is available too users on permanent basis, except for standstill periods for urgent modifications of ePortal Damas or for scheduled service actions, of which users are notified as described in Article A.4.3 of these Rules, provided the user fulfills all technical and other conditions specified under the Contract. On working days from 7:30 till 15:30 and on any other days from 7:30 till 15:00, the user support is available pursuant to section A.5 of the Rules, with the exception of periods necessary for urgent modifications of ePortal Damas, or scheduled service actions as described in Article A.4.3.

If there are any troubles with availability of ePortal Damas, users shall proceed pursuant to Article A.5.3 of these Rules.

SEPS, a. s. shall not assume any responsibility for any interruption of the ePortal Damas availability, any deterioration of communication in ePortal Damas, or any deviation of such communication services from service descriptions and levels specified under the Contract, the Rules, the User Manual and the Operation Order of SEPS, a.s., which: 

1. can be attributed to actions or negligence of users, their employees, or third parties authorized by a user;

2. cannot be remedied by SEPS, a. s., as the user without reason, demonstrably refuses to provide reasonable necessary assistance; 

3. occurs during any scheduled maintenance or reorganization in accordance with procedures specified in the Rules, or in the User Manual;

4. is caused by Acts of God pursuant to the Commercial Code;

5. is caused by breaking any contractual obligation of the user arising from his or her contractual agreements with SEPS, a. s.,

SEPS, a. s. is entitled to cease immediately providing of all or any part of ePortal Damas services or (in appropriate cases) remove user data from the ePortal Damas database:

· should the user fail to meet all his or her material obligations specified under the Contract and each other agreement concluded with SEPS, a. s. as well as in documents specified therein and fails to redress such breach within 5 days from receiving a written notice with description of the breach and appeal for its redress; or

· should the quality or availability of the above-specified services be negatively affected by actions of the user, or should such negative impact impend and should the user fail to provide redress upon the appeal by SEPS, a. s. immediately.

A.4. Technical Terms of Usage of ePortal Damas
A.4.1. Description of ePortal Damas Controls

Description of ePortal Damas controls is provided in the User Manual (ePortal Damas Assistant), the applicable wording of which is an integral part of ePortal Damas.

A.4.2. Operation Security Rules 

Security of business data uploaded by users to ePortal Damas via the Internet is provided by means of the SSL encryption, which prevents third parties from reading the content of transmitted data when transmitted. Also, the use of qualified certificates is required, as security identification and authorization means based on the PKI standard, allowing ePortal Damas to fully ensure authorization of transactions, so that persons who enter data into ePortal Damas or perform particular operations can be identified even in retrospect, and to ensure that contents of communicated messages and documents remain unchanged. 

Users undertake to observe the security rules included in the Contract and recommendations included in the User Manual. 

A.4.3. Terms of Regular Maintenance and Urgent Maintenance

In case a defect occurs in ePortal Damas which fundamentally affects or can affect the trading process or the operation of ePortal Damas as such, SEPS, a. s. is entitled to discontinue the availability of ePortal Damas for any period necessary for elimination of such defects. In such a case, users must follow instructions issued by ePortal Damas operators within the meaning of section A.5.3 of these Rules.

SEPS, a. s. is also entitled to perform regular maintenance of ePortal Damas. SEPS, a. s. shall make every effort to schedule any service actions restricting the operation of ePortal Damas outside the main operation or availability times (7:00 - 15:30). 

Regular buck of ePortal Damas is performed every Tuesday from 17:00 till 20:00, in case of nonworking day then in the following day. Users will be notified in advance of minimum three (3) days about scheduled restriction of operation, which would take place besides above-specified interval of regular bucks 

Users will be notified of such restrictions in advance. Users will be notified of any restrictions caused by a previous breakdown immediately after it is identified. The information will also include instructions concerning the method of user communication for the time of restricted ePortal Damas operation, if required by the nature of such restriction.

A.5. Communication between ePortal Damas Operators and Users

A.5.1. Routine Communication

The ePortal Damas operator is an employee of SEPS, a. s. providing mainly the support for communication between ePortal Damas and its users within common operation. 
For communication described under the Rules, users shall use contacts for ePortal Damas helpdesk – the workplace of ePortal Damas operators:

Tel.: 

00421 2 5069 2804 calls are recorded



00421 2 5069 2805 calls are recorded

If unavailable:



00421 907 879 608



00421 907 879 626



00421 907 850 481



00421 908 979 350

Fax: 

00421 2 5069 2393



00421 2 5069 2817

E-mail: 
damas@sepsas.sk
ePortal Damas operators also issue instructions governing particular procedures specified under these Rules (such as changes to the trading time pattern) and trading environment settings in accordance with the Operation Order of SEPS, a.s. and the Contract (introducing/canceling price limits, etc.) Operators of ePortal Damas can issue such instructions by means of ePortal Damas messages. Instructions issued by ePortal Damas operators and trading environment settings are binding for all users of ePortal Damas, unless otherwise agreed for each particular case.

Users shall notify ePortal Damas helpdesk of any problems and/or emergencies found and possible consequences by e-mail or fax, without unnecessary delay, using the Problem Report form provided in Part C. If the problem concerned data upload to ePortal Damas, it is necessary to attach the uploaded data file to the form. If the problem requires immediate solution, the user shall contact ePortal Damas helpdesk by phone immediately.

Phone communication between an ePortal Damas operator and an ePortal Damas user on specified lines is monitored and recorded. The phone call recordings are archived and used as proofs for possible disputes.

A.5.2. Communication during Testing

An ePortal Damas operator can announce so-called test operation for a particular area of functionality of ePortal Damas. The test operation of ePortal Damas means operation of ePortal Damas during testing of any new functionality, which is newly implemented, has not been used in routine operation of ePortal Damas yet, and has not been covered by the Rules yet. Participation in such test operation does not constitute for entities any claim for rights and obligations of business performance, which would arise from arise from such operation. Practically, this is a simulated operation, simulated trading without physical delivery and without subsequent financial flows. When a test operation is announced, ePortal Damas operators always announce the testing procedure including the testing schedule. Such testing always takes place in the testing environment of ePortal Damas: https://test-damas.sepsas.sk.

A.5.3. Emergency Communication

An ePortal Damas operator shall notify users of any deviations from the routine operation and is entitled to issue instructions for use and control of ePortal Damas, which arise from the current operation state of the system (particularly to introduce appropriate measures when in time of availability failures of ePortal Damas, etc.) To provide such notifications, the operator can use messages sent to ePortal Damas user accounts, e-mail messages, or phone; also, the operator must always state the nature of change against the routine operation and the period, to which the change applies. 

A.5.4. Alternative Method of Data Entry

If necessary, an ePortal Damas operator provides entering of data to ePortal Damas using an alternate method on behalf of the user, after the operator receives the problem report and user request for performance of such operation and when the user cannot perform such an operation because ePortal Damas is unavailable or there is some other objective failure in ePortal Damas. The user submits the application for data entering using an alternative method, identifying the reason and date of the alternative entering to ePortal Damas, using the contacts for ePortal Damas helpdesk:

· By an electronically signed e-mail message pursuant to the Contract, or on a floppy disk after verification of the deliverer’s identity as an ePortal Damas user, or authorization for data delivery authorized by the user; or

· In case of e-mail failure, by a signed fax message with the name and the fax number of the sender stated; or 

· In case of failure of both foregoing options by phone to a recorded phone line.

Data submitted using an alternative method must be delivered in a valid format for a particular form according to Part C, i.e. by completing a corresponding table of the Client Application in the MS Excel format. The data are submitted in the XML format (an XML file can be generated by means of the Client Application); if the data cannot be submitted in the XML format, they can be sent in the xls format. If submitted by fax, data can be sent as a printed table of the Client Application, provided the alternative entering form is used, see Part C of the Rules. (The Client Application of MS Excel is available for download in the user account environment of ePortal Damas.)

At the moment an ePortal Damas user communicates operation or business data to an operator and asks the operator to enter the data to ePortal Damas using an alternative method on the user’s behalf, the ePortal Damas operator is entitled to verify the identity of the user. Should he or she have any doubts, the operator of SEPS, a. s. is entitled to not perform such alternative entering. At the same time, the user is obliged to provide the ePortal Damas operator with a phone number, where the user will be available if any further communication is necessary and provide the ePortal Damas operator with necessary assistance. After entering the data into ePortal Damas on behalf of the user, the ePortal Damas operator notifies user without unnecessary delay by phone and/or fax and/or e-mail, that the data were entered and attaches the entered data in case of an ePortal Damas failure on the user’s part. Then, the ePortal Damas user shall confirmed the notified data by fax within 30 minutes after finishing his or her phone call with the ePortal Damas operator or after receiving the confirmation e-mail; the user is responsible for checking the correctness of the data entered to ePortal Damas by the operator on the user’s behalf. The ePortal Damas operator shall not assume the responsibility for bad data created and submitted by any user using the alternative method or for rejection by ePortal Damas to accept such data because of such bad data. 

A.5.5. Terms of Claims

If an entity believes that these Rules have been broken by an incorrect calculation, an incorrect result of data check, or incorrect data evaluation by ePortal Damas, the entity is entitled to make a claim through its employees – users of ePortal Damas. Such claim shall be lodged as a signed fax message, an electronically signed e-mail message, or a mail delivery to a contact workplace of the ePortal Damas helpdesk, and the message shall include:

· Date of lodging the claim;

· Opinion of the entity;

· Name, e-mail address, and phone number of a contact person – user of ePortal Damas;

· Brief description – or subject – of the claim;

· Exactly specified time period to which the claim refers;

· Data to which the claim applies;

· Detailed description of the situation, its causes and consequences
; and

· Evidence (log listings, communication records, etc.)

The contact place of the ePortal Damas helpdesk shall confirm receipt of such claim containing the above-specified data by e-mail. Any claim lodged pursuant to this provision shall be handled by SEPS, a. s. no later than 10 working days from delivery; when such deadline cannot be met for technical or other relevant reasons, SEPS, a. s. shall notify the entity f this fact, providing explanation.

Part B   ePortal Damas Operation Procedures

B.1. Transmission Services

The Transmission Services module, as a part of ePortal Damas, is used for administration of exchange, control, and processing of business-technical data for reservation of transmission capacities on cross-border profiles and administration of cross-border scheduling in the daily mode within the meaning of “Framework contract for electricity transmission through connecting lines for 2006”.
A fundamental change against year 2005, associated with connection of SEPS, a. s. the coordinated auction system in 2006, is the fact that transit schedules are disabled in ePortal Damas. Therefore, a transit must be entered to ePortal Damas by means of two schedules: an import schedule and an export schedule.

The possibility to reserve and arrange transmissions for particular cross-border profiles using ePortal Damas:

· APG – no profile

· ČEPS – seven-day operation. Gate closure for entering long-terms sechedules is at D-2 10:00. It is not needed to dispose of transmission capacity to enter schedule. Daily schedules are not enetered into system. Intraday scheduling is run on this profile.

· MAVIR – five-day operation – based on a MAVIR request, the last working day (working day in Hungary) is the day of gate closures for nomination of cross-border schedules for all the subsequent weekends and holidays as well as for the first working day after such holidays. Daily capacity allocation is performed as daily aucition.
· PSE-O – seven-day operation, daily allocation of transmission capacities by means of the e-Trace, coordinated auction system.,
· WPS – seven-day operation - unilateral allocation system, daily allocation of capacities using daily auction. To execute transmissions, it is necessary to have the capacity ensured and for WPS to meet conditions.

Users enter both long-term and daily schedules of cross-border transmissions for all cross-border profiles of SEPS, a. s. through ePortal Damas.

The term for entering long-term schedules is D – 1  7:45, for CEPS profile D-2 10:00
The term for entering daily schedules is D – 1  13:00, daily schedules for CEPS profile are not entered into system.
Functionalities are included in the “Transmission Services” command group in the user environment menu of ePortal Damas.

In this module, a user can, pursuant to the Contract:

· Negotiate transmissions using the transmission capacity reserved for the year and each calendar month obtained in the coordinated auction system e-Trace for profiles with ČEPS and PSE-O up to the amount of this total reserved capacity on a particular profile and direction by sending a transmission schedule;

· Negotiate transmissions using the transmission capacity reserved for the year and each calendar month obtained in unilateral auctions of SEPS, a. s. for the SEPS/WPS profile up to the amount of this total reserved capacity on this profile and a given direction by sending a transmission schedule;

· Negotiate transmissions using the transmission capacity reserved for the year and each calendar month obtained in auctions held by SEPS, a. s., or MAVIR ZRt. for the SEPS/MAVIR profile up to the amount of this total reserved capacity on this profile and a given direction by sending a transmission schedule;

· Participate in daily reservation of transmission capacities on the SEPS/WPS and SESP/MAVIR profiles;

· Negotiate daily transmissions using the daily reserved capacity obtained either in the e-Trace coordinated auction system for profiles with ČEPS and PSE-O, or in ePortal Damas for the SEPS/WPS and SEPS/MAVIR profiles, by sending a transmission schedule;

· Receive background data for settlement of transmission capacity reservation; and 

· Receive background data for settlement of transmission execution. 

B.1.1. Negotiating Transmissions using Yearly and Monthly Reserved Capacity

Users ask for negotiating transmissions using the yearly and monthly reserved capacity by sending a transmission schedule for the next business day no later than on the immediately preceding working day. This type of transmission schedules is defined in ePortal Damas as a long-term transmission schedule.

A transmission schedule includes the following information:

· User identification;

· Foreign partner identification in accordance with the applicable register;

· Specification of the period – day – to which the schedule applies;

· Specification of the cross-border profile and direction;

· Set of 24 hourly transmission values (or 23/25 values when switching to/from the daylight saving time respectively) – positive integers – in MW, to which checks are applied pursuant to the Contract.

Users send their schedules to ePortal Damas alternatively:

· By completing “Schedule Form” (the menu item name in the “Transmission Services” command group is “New Schedule”); or

· By sending an XML file of the import/export transmission schedule, defined in Part C of the Rules.

After ePortal Damas receives a schedule, values are applied according to the Contract. Also, Risk Management checks are performed: checking whether the entity is not blocked and checking the schedule against the ETC (B.4.4). If any discrepancies are found during these checks, ePortal Damas refuses to accept the schedule and notifies the user of this fact immediately by a message in the user account environment informing of the identified problems.

If the checks are successful, the schedule is accepted and the user receives a confirmation message in the user account environment of ePortal Damas.

Each schedule accepted by ePortal Damas is assigned a number which is also the number of the business case of transmission negotiation within the meaning of the Contract. This number is a part of acceptance confirmation and must be provided whenever communicating with ePortal Damas operators.

A submitted schedule can be further modified before the gate closure for schedule uploads. Such modifications can be made by means of the “Overview of agreed transmissions“ form after selecting a particular schedule, or by uploading of a schedule with an existing number to ePortal Damas.

The gate closure for uploads of this schedule type for a business day is scheduled at 7:45 on the previous business day. 

For cross-border transmission negotiations, SEPS, a. s. established the 1:1 principle (The 1:1 principle means that each market participant performing cross-border transmissions, registered with SEPS, a. s., has one and only one foreign partner at the other side of the border. This principle has been applied to all cross-border profiles of SEPS, a. s. since 1. 1. 2005). 

After the gate closure for receiving long-term transmission schedules, there comes the comparison of schedules entered by partners according to the 1:1 principle to ePortal Damas and to the system of its partner TSO at 8:00.

· Any discrepancies shall be solved as follows:

· Incongruity of transmission schedules for profiles with ČEPS, PSE-O and MAVIR: in case of incongruity of schedules for the corresponding pair of market participants and the direction indicated during the comparison process, ePortal Damas automatically changes on of the schedules so that the lesser one of the incongruous values applies and no other option can be arranged. If schedules of the corresponding pair of market participants fail to match when it comes to the transmission direction, the schedules will be rejected by ePortal Damas. If one of the schedules is missing either in ePortal Damas or in the partner TSO’s system, the discrepancy results in resetting the unmatched schedule. The deadline for accepting long-term transmission schedules for the MAVIR profile is temporarily scheduled at 13:00 (till start of daily auctions).

· Incongruity of transmission schedules for the SEPS/WPS profile: for the time being, such incongruity is solved at the level of providers of the neighboring TSOs. 

Negotiated transmissions can be seen in the “Overview of agreed transmissions““ form - select “actual values”.

B.1.1.1. Transfer of long-term capacity rights

Users can perform transfers of long-term capacity rights. Long-term capacity rights assigned by the auction office of SEPS, a. s. for profiles with MAVIR and WPS can be transferred only by means of ePortal Damas. Long-term capacity rights assigned by the coordinated auction system for profiles with ČEPS and PSE-O can be transferred pursuant to “Coordinated Auction Rules for 2006”.
B.1.1.2. Transfer of long-term capacity rights allocated in the e-Trace coordinated auction system

The primary administrator of capacity rights from yearly and monthly auctions is the auction office. All capacity rights are recorded in e-Trace, including possible capacity transfers. Long-term capacity rights of market participants are downloaded from e-Trace to ePortal Damas on regular basis, so that it is possible to check scheduled uploaded by market participants against the capacities. The transmission process is performed in two steps:

· For the first time, capacity rights for a particular day are downloaded immediately after publishing results of the corresponding monthly auction (usually about 14 days before the month starts);

· For the second time, capacity rights are downloaded on D – 2 after gate closure for transfers in e-Trace. Unlike the one above, this process works with final values of capacity rights.

Schedules uploaded in advance are always accepted by ePortal Damas and failure to cover such a schedule with capacity rights, if any, is indicated as a warning. On D – 2, shortly after 14:00, all schedules uploaded till this time are checked once again and those not covered with capacity rights are rejected (there is no partial reduction, each such schedule is rejected as a whole).

B.1.1.3. Transfer of long-term capacity rights allocated for cross-border profiles of WPS and MAVIR
Users can transfer (assign) long-term capacity rights assigned for cross-border profiles with MAVIR and WPS only by means of ePortal Damas. They can transfer the rights to another user, who is registered with ePortal Damas, using the self-service form before 12:00 on D – 3 (on the MAVIR profile, Hungarian holidays and weekends are counted out when determining D – 3). An auction participant (transferor) can transfer his or her capacity rights for a certain auction interval (days) up to the value of his or her minimum available capacity from appropriate hours of the interval to another user (transferee) for all hours of each day within the interval.

The form for transmission capacity transfer contains combo boxes for determining the direction and date fields for selecting the transfer interval, for which a column with 24 values (or 23/25 values when switching to/from the daylight saving time respectively) of available transmission capacity displays, as well as a column for the required capacity transfer. The current available capacity which can be transferred by the entity is determined from the difference between the transmission capacity allocated in the auction and appropriate transmission schedules.

Transmission capacity transfer is valid after a partner is selected by entering its EIC code and confirming this action using the user’s electronic signature.

The history of capacity transfers is recorded in the “Overview of agreed capacity” form in such a way that the schedule of surrendered or obtained capacity is added to schedules of TC obtained from auctions, with the new schedule values marked with the sign “-“ or “+“ respectively, including a unique number and transfer information.

When the capacity transfer is confirmed, each involved party receives a message with information on the effectuated transfer and its values.

The TC transfer form is not available to ePortal Damas operators; they are only notified of such an effectuated transfer by a message. 

B.1.2. Daily Reservation of Transmission Capacity

SEPS, a. s. in cooperation with the neighboring transmission system providers develops business tools for efficient daily allocation of available transmission capacities in bottlenecks, which are in the SR typically on cross-border profiles.

Pursuant to business terms and conditions of SEPS, a. s., capacities are allocated on each profile on daily basis either:

a) Using the auction method – daily auction of transmission capacities; or
b) Using the pro-rata reduction (allocation) method.
Every working day, SEPS, a. s. publishes available transmission capacities (ATC) for all cross-border profile where it is the auction office operator, for each hour in the export and import direction in the “Overview of ATC" form (the menu item name in the “Transmission Services” command group is “Daily ATC”).

B.1.2.1. Daily reservation of transmission capacities on PSE-O profile

Based on the Contract on Holding Coordinated Auctions of Transmission Capacities on Common Borders of ČEPS, E.ON, PSE-O, SEPS, a. s. and VE-T, daily transmission capacities for SEPS/ČEPS and SEPS/PSE-O profiles are allocated in the e-Trace coordinated auction system. 

Results of the daily coordinated auction are automatically downloaded from e-Trace to ePortal Damas and published in ePortal Damas. 

B.1.2.2. Daily reservation of transmission capacities on WPS and MAVIR profiles

On the MAVIR and WPS profile, the daily allocation of transmission capacities is performed in daily auction of transmission capacities.

On all profiles where SEPS, a. s. is the auction office operator, users submit requests for reservation of transmission capacity alternatively:

· By completing “Schedule Form” (the menu item name in the “Transmission Services” command group is “Daily TC Reservation”); or

· By sending an XML file of daily reservation of TC, defined in Part C of the Rules.

A request for transmission capacity reservation must contain:

The period – business day - for which the transmission capacity is requested;

Required values of transmission capacity (MW) for each business hour of the business day as a non-negative integer; and

The bid price for the transmission capacity in EUR/MW for each business hour of the business day as a non-negative integer – only if the (a) auction method is applied to the specified profile.

An uploaded request in ePortal Damas is checked pursuant to the Contract and RM rules (B.4). Id any discrepancies are found during the checks, the request is rejected and the user notified of the rejection by a message in the user account environment. If all checks are successful, the request is accepted for the transmission capacity daily allocation process and the user is notified of the acceptance by a message in the user account environment of ePortal Damas.

Each request accepted by ePortal Damas is assigned a number, which is also the number of the transmission negotiation business case within the meaning of the Contract. This number is a part of the acceptance confirmation and must be provided whenever communicating with ePortal Damas operators.

An uploaded request can be further modified before the gate closure for daily request uploads. Such modifications can be made by means of the „Overview of agreed capacity” form after selecting a particular request, or by uploading an XML file with the request with an existing number to ePortal Damas.

The gate closure for request upload for daily capacity reservation is set to 10:00 on each calendar day for the next business day.

After the gate closure, SEPS, a. s. performs daily allocation of transmission capacities pursuant to the Contract using 

a) The auction method; or 

b) The allocation method. 

Algorithms of capacity allocation for both methods are provided in Part C.

Results of daily allocation of transmission capacities shall be published by SEPS, a. s. at 10:38 on each calendar day for the next business day.

Users have access to results of daily transmission capacity allocation alternatively by means of the “Overview of agreed capacity” form or by downloading the appropriate XML file. Here, particular applicants for daily transmission capacity can access results of their own requests and the list of auction prices for each hour as well as the negotiated price in EUR/MW for the reserved capacity applicable to all fulfilled requests for a given profile and transmission direction. This summary of auction prices is public domain information available in the “Overview of Auction Results” form. 

Claims against results of transmission capacity daily allocation by daily auction can be field only for reasons explicitly stated in the Rules for Holding Daily Auctions. Any claim must be delivered to a workplace of ePortal Damas operators by e-mail or fax, stating the reason for the claim and providing any data involved.
B.1.3. Negotiating Transmissions Using Daily Reserved Transmission Capacity

If a user took part in the daily reservation of transmission capacity and is interested in negotiating a transmission using the daily reserved capacity allocated to him or her in the daily auction/allocation, the user shall upload a transmission request in the form of schedules using the method described in Chapter B.1.1 where this transmission schedule type is defined as the daily transmission schedule. Request values are checked in accordance with the Contract and RM Rules (B.4).
The gate closure for upload of this type of schedules is set to 13:00 on each calendar day for the next business day (except the SEPS/MAVIR profile - 5-days operation).

After the gate closure for accepting daily transmission schedules, schedules uploaded by partners to ePortal Damas and the partner TSO’s system are compared using the 1:1 principle after 13:00.

Incongruities are settled as follows:

· Incongruity of transmission schedules for ČEPS, PSE-O and MAVIR profiles: in case of incongruity of schedules for the corresponding pair of market participants and the direction indicated during the comparison process, ePortal Damas automatically changes one of the schedules so that the lesser one of the incongruous values applies and no other option can be arranged. If schedules of the corresponding pair of market participants fail to match when it comes to the transmission direction, the schedules will be rejected by ePortal Damas. If one of the schedules is missing either in ePortal Damas or in the partner TSO’s system, the discrepancy results in resetting the unmatched schedule.

Negotiated values can be seen in the “Overview of agreed transmissions” form - select “actual values”.

In case of an ePortal Damas failure or any other objective problem preventing users from uploading data, the users shall proceed in accordance with Articles A.5.3 and A.5.4. In case of an alternate data delivery by fax, it is necessary to use the format according to the sample schedule table in the Client Application or the Schedule Form for Alternative Delivery provided in Part C of the Rules.  

B.1.4. Evaluation of Transmission Services

The transmission services module includes evaluation which allows delivery of background data from evaluation of the daily transmission capacity reservation and execution of transmissions according to business terms and conditions of SEPS, a. s.  

B.1.4.1 Evaluation of daily TC reservation

Daily reservation of TC shall be evaluated on all profiles where SEPS, a. s. will be the auction office operator.

Evaluation of daily TC reservation is based on the total transmission capacity allocated in daily auction or allocation, and the auction price applicable to each business hour. On the profiles employing the allocation principle, the TC reservation is free of charge. 

The user can access the “Evaluation of TC Reservation” form containing daily outlook of background data for evaluation of daily TC reservation for each profile and business hour. This summary includes data for profiles where auctions are performed by ePortal Damas and the total sum to be paid by the user in EUR. The data are available at 11:00 on the day of the auction.

When issuing invoices for transmission capacity reservation, the user can download data in the XML file format for a selected period – the “Download Evaluation XML” menu item in the user environment of ePortal Damas. 

B.1.5. Data Publishing 

In ePortal Damas, data are published pursuant to Law No. 656/2004 and Ordinance of the Government of the SR No. 124 from 30. 3. 2005, establishing rules for operating the electricity market.

From the website of SEPS, a. s., the system allows public access to the following reports and summaries:

Daily ATC 

· The report allows the user to obtain information on ATC values on any profile for each hour of a particular day.

· The values are always displayed for both directions (the SEPS – selected profile direction, as well as the selected profile – SEPS direction).

· The report is available at https://damas.sepsas.sk/Host_vopk.asp or through the menu, using the item Transmission Services, Daily Available capacity.

Overview of auction results

· The report allows the user to view auction results for a given profile and date.

· The results are displayed for each hour of the selected day.

· For each direction, total values of requested capacity and allocated capacity are displayed, as well as the final auction price. 

· The report is available at https://damas.sepsas.sk/Host_auc.asp or through the menu, using the item Transmission Services, Overview of Auction Results.

Overview of allocated capacities

· The report allows the user to view the overview of allocated capacities for both directions of the transmission, each profile, and the selected date.

· For both transmission directions and each hour, values of total requested and allocated capacity are displayed, as well as the ratio of the requested and the allocated capacity (Market Ratio).

· The report is available at https://damas.sepsas.sk/Host_alok.asp or through the menu, using the item Transmission Services, Summary of allocation.

Measurement form 

· The report is used by the user to obtained values measured for a particular business day on each profile for export, or import.

· The values are displayed for each hour separately.

· The report is available at https://damas.sepsas.sk/Host_meas.asp or through the menu, using the item Measurement, Form.

Overview of allocated TCs and their usage

· The overview displays allocated transmission capacities for both directions of the selected profile and date.

· For each direction, the type of transmission capacities is displayed.

· For each transmission capacity type, the amount of allocated and used capacity is displayed.

· The information is available for each hour of the selected date.

· Also, the process state of displayed data is shown.

· The report is available at https://damas.sepsas.sk/Host_pppk.asp or through the menu, using the item Transmission Services, Overview of PK and their exploitation.

Any published information is available in the read-only mode.

B.2. Balancing Energy

The Balancing Energy is used by SED workers for purchasing the balancing energy in auctions in accordance with the Operation Code, Chapter 7.12.4.

When the balancing energy is needed, an SED worker can announce call for the balancing energy by means of the Balancing Energy module. Market participants may respond to such call with their balancing energy bids. The bids are pre-evaluated by ePortal Damas, and then an SED worker selects those to be accepted. When the auction is over, results are available in ePortal Damas. 

In this module, users can:

· Offer their electricity for auction; or

· View results of evaluated auctions.

B.2.1. Declaring an Auction

An auction is declared by an SED worker if there is a need for the balancing energy. Users are notified of declared auctions by messages in ePortal Damas and by informational text messages sent to their phones. This message also includes information on the deadline for submitting auction bids. 

The call value is specified for each hour separately. Information on the call value for each hour is available to users when entering their bids.

B.2.2. Entering Balancing Energy Bids

To a call for the regulation energy, the user can respond with a bid. 

The bid includes:

· Place of origin of balancing energy

· Amount of offered balancing energy for each hour 

· Unit price for balancing energy in each given hour

· Optional comments concerning energy supply

The bid is often divisible in both time and power, i.e. an SED worker may accept any time and power slice of the bid. 

The user can submit multiple bids for one auction. SEPS may limit the number of bids, which could be submitted by a single participant within a single auction. The user may administer – edit or delete – his or her bids. 

B.2.2.1 Price of Balancing Energy

Pursuant to the Operation Order of SEPS, a.s. (Chapter 7.14.6), the price of the positive balancing energy can be only positive, while the price of the negative balancing energy can be either positive or negative.

For the positive balancing energy, SEPS always transfers the payment to the appropriate balancing energy provider.

For the negative balancing energy, the price can be either positive or negative. If the price of the negative balancing energy is positive, then the balancing energy provider transfers the payment to SEPS. If the price of the negative balancing energy is negative, then SEPS transfers the payment to the balancing energy provider. 


Example 1:

The balancing energy provider offers –100 MWh at +1,000 SKK/MWh. The total payment is:

–100 MWh * (+1,000 SKK/MWh) = –100,000 SKK

In this case, the balancing energy provider pays SKK 100,000.

Example 2:

The balancing energy provider offers –100 MWh at –1,000 SKK/MWh. The total payment is:

–100 MWh * (–1,000 SKK/MWh) = +100,000 SKK

In this case, the balancing energy provider obtains SKK 100,000.

B.2.3. Evaluating an Auction 

When the auction is over, it is automatically evaluated by ePortal Damas first, and then an SED worker selects the bids to be accepted and used to cover the call for energy.

B.2.3.1 Automated evaluation

Automated evaluation is based on the weighted average of bids. The evaluation uses the following formula:
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Also, within the automated evaluation, the best unit price of the balancing energy is identified for each hour.

B.2.3.2 Evaluation by dispatcher

Based on the automated evaluation, bids are ordered for final selection by an SED worker. The SED worker may accept bids for particular hours, or may accept only a part of the offered power to profitably cover the demand. When deciding, the worker may use phone contacts or other information provided in the comments to a particular bid.

When the evaluation is over, all auction participants are sent a message concerning the auction evaluation. 

B.2.4. Auction History

The user can access basic results of all auctions performed in the past. 

Basic auction information includes:

· Auction identification (serial number and year of the auction);

· Date and hour for which balancing energy is demanded;

· Amount of demanded balancing energy for a given hour; and

· Amount of accepted energy for a given hour.

If the user was a participant of the auction, he or she can also access the information concerning his or her bid. 

This includes the following information:

· Place of origin of balancing energy;

· Serial number of bid;

· Amount of offered energy for each hour for which balancing energy is demanded;

· Offered unit price of energy for a given hour;

· Amount of balancing energy accepted by SED worker; and  

· Optional comments concerning electricity supply.

The auction history is available to all users in the read-only mode. 

B.3. Evaluation of Imbalances

B.3.1. Data Publishing 

In ePortal Damas, data are published pursuant to Law No. 656/2004 and Ordinance of the Government of the SR No. 124 from 30. 3. 2005, establishing rules for operating the electricity market.

From the website of SEPS, a. s., the system allows public access to imbalance evaluation summaries. The summary is available in two versions – the first one contains public data (available to anyone), while the second one contains individual data for a BRP (available only to users from this BRP).

Public summary of imbalance evaluation

This summary includes summary data on evaluation of imbalances. The form for each hour of the day shows: 

· Volume of system imbalance;

· Sum of positive imbalances and negative imbalances;

· Total amount of supplied positive balancing energy;

· Total amount of supplied negative balancing energy; 

· Costs of supplied balancing energy; 

· Costs of procuring balancing energy;

· Settlement price for imbalance (i.e. marginal price of activated balancing energy);

· Amount of total costs of procuring balancing energy, minus product of system imbalance and settlement price; and

· Evaluation state (preliminary or final after monthly reevaluation).

Individual imbalance evaluation 

This summary is provided for Balance Responsible Parties (BRP). The user can only access the data connected to the BRP to which the user is assigned. The summary provides the same data as the public one, plus a section containing data concerning the BRP:

· Identification of BRP; 

· Sum of negotiated values of internal schedules;

· Sum of registered cross-border exchange schedules;

· Sum of measured values;

· Sum of provided positive balancing energy

· Sum of provided negative balancing energy

· Amount of individual imbalance

· Entity’s share of additional costs;

· Amount of payment to imbalance settlement authority (payment for imbalance, payment for share of additional costs of balancing energy, fee for evaluation and settlement of imbalance); and

· Evaluation state (detailed breakdown)

The summary is available at https://damas.sepsas.sk/Host_dev.asp or through the menu item Measurement, Aggregated evaluation of deviations.

Any published information is available in the read-only mode.

B.4. Intraday Cross-Border Transmissions

The Intraday Cross-Border Transmissions module is used to administer exchange, checking, and processing business-technical data for execution of transmissions in the intraday mode within the meaning of Appendix 2 to the General Contract on Electricity Transmissions through Connective Wiring in 2006 (the ‘Contract’).

The principle of intraday trading differs from the previous stages of negotiating cross-border transmissions mainly by the absence of a separate transmission capacity reservation stage. The transmission is negotiated without previous transmission capacity reservation, with technical feasibility of the transmission verified on basis of delivery of individual transmission requests. 

Functionalities are displayed in the command group Intraday Cross-Border Transmissions in the menu of the ePortal Damas user account.

Intraday cross-border transmissions are carried out on the cross-border profile with ČEPS. 

In this module, users can negotiate intraday cross-border transmissions in the séance interval. The séance duration and the number of séances per day are published in accordance with the Contract.

Users negotiate intraday cross-border transmissions by uploading their requests for intraday cross-border transmissions.

Such a request must contain the following information:

· User identification;

· Identification of the séance for which the transmission request is applicable and effective;

· Identification of the cross-border profile and direction;

· Amount of transmission request in a file of hourly values in MW for each business hour of the séance – non-negative integers, with at least one positive number in the file; the values are checked pursuant to the Contract. 

· Unique serial number of each request when more than one request is sent at the same time.

When entering requests, the following rules apply:

· No user can enter more than 10 partial requests for one séance and one profile direction. 

· A request for intraday transmission uploaded by a user should be valid since the time the request is uploaded by any participant from an exclusive partner couple on a cross-border profile pursuant to the Contract. The request in not sent by the exclusive partner under the Contract to the neighboring transmission system operator; if it is sent nevertheless, it is considered an additional separate request for intraday transmission.

· Requests for intraday transmission are always inseparable, i.e. it is impossible to allocate only a part of the required capacity during evaluation.

Users upload their requests for transmission to ePortal Damas alternatively:

1. by completing “Transmission Request Form’ (menu Intraday transmissions, New request); or 

2. by uploading an XML request file defined in Part C herein. 

When ePortal Damas accepts a transmission request, checks are performed according to the Contract. Also, another check is performed should the entity be blocked.

If the checks find any discrepancy, ePortal rejects the transmission request and the user is immediately notified of this fact by a message in the user account, warning the user of the identified problems.

If the checks are completed successfully, the request is accepted and the user receives confirmation of the acceptance by a message in the user account environment of ePortal Damas.

Each newly accepted request is assigned:

· identification number, which is also the number of the business case of the negotiated transmission within the meaning of the Contract; and

· timestamp of request acceptance by ePortal Damas.

An uploaded request can be further modified before the gate closure for request uploads for a given séance. Such modifications can be made by means of the „Request modification” form after selecting a particular request in the “Request overview” form, or by uploading a request with an existing number to ePortal Damas. If a request is modified, it is assigned a new timestamp corresponding with the time of modification acceptance by ePortal Damas and this new timestamp is considered decisive.

When transmission request acceptance time expires for a given séance, ČEPS is the first to evaluate the request feasibility. The requests, which are feasible for ČEPS, are then evaluated by SEPS. SEPS evaluates feasibility of the requests, taking into consideration the current situation in power system of the SR.

At the time specified in the time event list, the user receives a message concerning publishing of request feasibility evaluation results. The message is the final evaluation result of both TSOs. The user receives the message in the user account. Evaluation results are available to users in the “Request overview” form. The results are final and binding for the user.
If a séance is canceled, the user receives a message concerning rejection of request execution for the séance. The user receives the message in the user account.

B.5. User Manual

Users can take advantage of ePortal Damas Assistant. 

B.6. Times of ePortal Damas Regular Operation Events

	Transmission Services

	  Time
	Day
	Description

	10:00
	D-2
	Gate closure for delivery of schedules – negotiation of transmissions, not using yearly and monthly reserved capacities (long-term schedules) on CEPS profile

	  7:45
	D-1
	Gate closure for delivery of schedules – negotiation of transmissions, using yearly and monthly reserved capacities (long-term schedules) on profile except CEPS

	09:08
	D-1
	Publishing daily available transmission capacities

	10:00
	D-1
	Gate closure for delivery of requests for daily transmission capacity allocation on profiles where SEPS, a. s. is the auction office

	10:38
	D-1
	Announcement of results of daily transmission capacity allocation  

	11:00
	D-1 
	Announcement of evaluation results or transmission capacity reservation 

	13:00
	D-1
	Gate closure for of schedules – negotiation of transmissions, using daily reserved capacities (daily schedules)


NB: D-1, or D+1 means the (1) day immediately preceding (-) or following (+) business day D, respectively.

This table is valid as of the publishing date of the Rules; binding times are specified under the Contract. Event times can be operatively adjusted by notice from an ePortal Damas operator, depending on the operation state.

	Intraday Cross-Border Transmissions

	Serial number of séance

S
	Séance from
	Séance till
	Opening

ePortal Damas

for request uploads
	Closing

ePortal Damas

for request uploads
	Request evaluation by 

ČEPS
	Request evaluation by SEPS
(final)

	1
	00:00
	04:00
	18:00 (D-1)
	21:30 (D-1)
	21:55 (D-1)
	22:40 (D-1)

	2
	04:00
	08:00
	22:00 (D-1)
	01:30 (D)
	01:55 (D)
	02:40 (D)

	3
	08:00
	12:00
	02:00 (D)
	05:30 (D)
	05:55 (D)
	06:40 (D)

	4
	12:00
	16:00
	06:00 (D)
	09:30 (D)
	09:55 (D)
	10:40 (D)

	5
	16:00
	20:00
	10:00 (D)
	13:30 (D)
	13:55 (D)
	14:40 (D)

	6
	20:00
	24:00
	14:00 (D)
	17:30 (D)
	17:55 (D)
	18:40 (D)


Interval for accepting intraday cross-border transmission requests is shortened for séance no. 6 (D) and séance no.1 (D+1) when regular buck of ePortal Damas is scheduled.

Overview of regular event times for operation of ePortal Damas intraday cross-border transmission is shortened for séance no. 6 (D) and séanse no.1 (D+1) when regular buck of ePortal Damas is scheduled as following:
	Serial number of séance

S
	Séance from
	Séance till
	Opening

ePortal Damas

for request uploads
	Closing

ePortal Damas

for request uploads
	Request evaluation by 

ČEPS
	Request evaluation by SEPS
(final)

	6
	20:00
	24:00
	14:00 (D)
	15:45 (D)
	16:10 (D)
	16:55 (D)

	1
	00:00
	04:00
	20:05 (D-1)
	21:30 (D-1)
	21:55 (D-1)
	22:40 (D-1)


S – séance

S – 6: gate opening for uploads of intraday cross-border transmission requests for séance S

S – 2 h 30 min: gate closure for request accepting for séance S

S – 2 h 5 min: request evaluation by ČEPS for séance S

S – 1 h 20 min: publishing of final transmission request evaluation for séance S.

D – 1: The day preceding the transmission execution date

D: Transmission execution date

B.7. Requested Action of ePortal Damas Operator

Based on the Contract, SEPS, a. s. is entitled to charge an ‘Action Request’ fee for any requested action in ePortal Damas (correction, or entering of a new transmission schedule after the gate closure pursuant to Damas Rules) performed by an operator. The current amount charged for such an action is EUR 200. 

An action request shall be delivered to the Auction Office using a documentable method (e-mail, fax, recorded phone call).

Based on such requested action, SEPS, a.s. shall issue an invoice for ‘Requested action in ePortal Damas’.

Part C   Operation Forms and Algorithms of ePortal Damas

C.1. Operation Forms

The following forms are provided on separate pages, so that they can be used without further modifications for fax communication in case of e-mail communication breakdown. 

For alternative entering of data pursuant to Part A herein, use primarily the Client Application tables, which can be used to generate an XML file. The tables can also be sent in the xls format or in printed form. When sending printed data, you can use the forms for alternative data delivery, provided in the Part of the Rules.  

· Application form for user account creation/modification

· Entity registration form

· Form: ‘Problem Report Sheet’

· Schedule form for alternative delivery

· Application form for daily allocation of transmission capacity for alternative delivery

	C.1.1. Application for Creation/Modification of User Account in ePortal Damas
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	Company:
	 

	Contract No.:
	 

	 
	
	
	 

	We apply for [ ]creation / [ ] modification* of an ePortal Damas user account for user:

	 
	
	
	 

	First name, last name, degree:
	 

	Position:
	

	Phone:
	 
	E-mail:
	

	With valid serial number of certificate:
	
	Expiry:
	 

	Issued by authority:
	 

	With user rights for Damas modules*:


	 Local Administrator**
	
	

	
	 Transmission Services
	
	

	
	 Risk Management
	
	

	
	 Balancing Energy
	
	

	
	 Intraday Transmissions
	
	

	
	
	
	

	
	
	
	

	based on the concluded Contract and within the meaning of the Rules, the contents of which is known to the above-specified person. The person is authorized to perform operations in ePortal Damas within the extent of the above-specified user rights on behalf of the above-specified company.

	Name and signature (stamp) of a contact person pursuant to the Contract:
	
	Date:
	

	Confirmation – records of SEPS, a. s.

	Change performed on:
	

	Notes:
	 

	Name and signature (stamp) of an authorized worker of SEPS, a. s.:
	 
	Date:
	 


*       Check the appropriate option; 

**   Local administrator has the entire extent of access rights of your company arising under the Contracts and is responsible for setup and checking of user rights of common Damas users from your company.

	C.1.2. Entity (Company) Registration Form For Registration In ePortal Damas for 2006

	

	Business name of entity:

(company)
	
	The entity actively trades on the cross-border profile:
	SEPS/_ _ _ _ _

	Address

(registered office)
	Street / No.:
	

	
	City:
	

	
	ZIP Code:
	

	
	Country:

(country of incorporation)
	

	EIC code of entity:

(if none is assigned to you, you can ask SEPS, a. s. to assign you one)
	_ _ X_ _ _ _ _ _ _ _ _ _ _ _ _

	Business registration:
	

	Taxpayer ID:
	

	Business registration for VAT:
	

	Bank connection
	Bank name:
	

	
	Account number:
	

	
	IBAN:
	

	Incorporated company:
	

	Contact for Damas
	Name / title of the person:
	
	

	
	Phone number:
	

	
	MT number:
	

	
	Fax number:
	

	
	E-mail address:
	

	Name and signature (stamp) of a contact person pursuant to the Contract:
	
	Date:
	

	Confirmation – records of SEPS, a. s.

	The entity has been assigned CODE (alphabetic):
	
	The entity has been assigned number
(numeric):
	

	Change performed on:
	

	Notes:
	

	Name and signature (stamp) of an authorized worker of SEPS, a. s.:
	
	Date:
	


	C.1.3.  Problem Report Sheet in ePortal Damas
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Entity: 


	User:
	Phone:
	Fax:


Attachments (data files):




Data type:

[ ]* I ask for alternative entering of data in the attached file(s) to ePortal Damas by an operator of SEPS, a. s. pursuant to the Damas Operation Rules because of the problem described below. 

problem name: 





Date of occurrence:

application part:





category:
Problem description:

On this:





Signature (stamp)**:

Description of problem categories: 

A – failure of essential system functions – the defect completely prevents users from performing the operation - immediate solution necessary

B – problem of medium significance, which does not require immediate solution – the defect makes some process more difficult, but does not prevent it from happening as a whole

C – insignificant problem in user comfort, arrangement, look and feel, etc.

D – suggestions for changes or improvements
Application parts: Detailed specification of the application section where the problem occurred

*   If you ask for alternative data entering to ePortal Damas, you must check this box!

** If the sheet is sent by fax/courier, the sheet is not accepted unless duly signed by an authorized user of ePortal Damas entitled to perform the operation. The sheet can also be sent by e-mail from the mail account of an authorized user of Damas secured with electronic signature of the user.
	C.1.4. Schedule Form for Alternative Data Delivery

	Entity:
	
	Date:
	
	Type:
	
	
	

	From :
	
	To:
	
	
	
	
	

	Schedule number
	
	
	
	
	
	Notes

	Target party
	
	Source Partner
	Destination Partner
	
	Source Partner
	Destination Partner
	

	     Partner code
	
	
	
	
	
	

	Hour
	Total schedule
	Capacity
	Capacity
	Total schedule
	Capacity
	Capacity
	

	
	[MW]
	[MW]
	[MW]
	[MW]
	[MW]
	[MW]
	

	1
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	

	7
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	

	13
	
	
	
	
	
	
	

	14
	
	
	
	
	
	
	

	15
	
	
	
	
	
	
	

	16
	
	
	
	
	
	
	

	17
	
	
	
	
	
	
	

	18
	
	
	
	
	
	
	

	19
	
	
	
	
	
	
	

	20
	
	
	
	
	
	
	

	21
	
	
	
	
	
	
	

	22
	
	
	
	
	
	
	

	23
	
	
	
	
	
	
	

	24
	
	
	
	
	
	
	

	25
	
	
	
	
	
	
	


· Entity – the entity entitled to ask for daily allocation of transmission capacity; 

· Date – date of the day for which the capacity is requested

· From – identification of the TSO, from which the electricity comes

· To – identification of the target TSO

· Type – 1 – long-term, 2 – daily

· Schedule number – entered only for modifications of an existing request (generated by ePortal Damas)

· Partner on source profile –  code of the foreign entity on the source profile

· Partner on destination profile –  code of the entity on the destination profile - intermediary

· Target party – end entity code

· Total schedule –  transmitted power

· Partner capacity on source profile – capacity reserved by the source profile partner 

· Partner capacity on destination profile – capacity reserved by the destination profile partner

	C.1.5. Application Form for Daily Allocation of Transmission Capacity for Alternative Data Delivery

	Entity:
	
	Date:
	
	Type:
	
	

	From :
	
	To:
	
	
	

	Req. number
	
	
	Notes

	Hour
	Capacity
	Price
	Capacity
	Auction
	Capacity
	Price
	Capacity
	Auction
	

	
	requested
	requested
	allocated
	price
	requested
	requested
	allocated
	price
	

	
	
	
	
	
	
	
	
	
	

	
	[MW]
	[EUR]
	[MW]
	[EUR]
	[MW]
	[EUR]
	[MW]
	[EUR]
	

	1
	
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	
	
	

	7
	
	
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	
	
	

	13
	
	
	
	
	
	
	
	
	

	14
	
	
	
	
	
	
	
	
	

	15
	
	
	
	
	
	
	
	
	

	16
	
	
	
	
	
	
	
	
	

	17
	
	
	
	
	
	
	
	
	

	18
	
	
	
	
	
	
	
	
	

	19
	
	
	
	
	
	
	
	
	

	20
	
	
	
	
	
	
	
	
	

	21
	
	
	
	
	
	
	
	
	

	22
	
	
	
	
	
	
	
	
	

	23
	
	
	
	
	
	
	
	
	

	24
	
	
	
	
	
	
	
	
	

	25
	
	
	
	
	
	
	
	
	


· Entity – the entity entitled to ask for daily allocation of transmission capacity 

· Date – date of the day for which the capacity is requested

· From – identification of the source TSO

· To – identification of target TSO

· Type – 1 – long-term, 2 – daily

· Request number – entered only for modifications of an existing request (generated by ePortal Damas)

· Capacity Requested – request for daily capacity in separate hours

· Price Requested – price offered for the capacity

· Capacity Allocated – result of daily capacity allocation (generated by ePortal Damas)

· Auction Price – auction price for the capacity (generated by ePortal Damas) 

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


C.2. Algorithms of Check and Evaluation Mechanisms of ePortal Damas 

C.2.1. Transmission Services

Part C  Evaluation of daily TC requests – algorithm for daily allocation of transmission capacities on cross-border profiles

The algorithm for Evaluation of Daily TC Requests provides allocation of transmission capacity based on daily TC requests. The evaluation is performed for each profile, direction and hour separately. The allocation of daily TC is performed using either the pro-rata allocation of the auction mechanism, depending on the profile configuration. Ratios of required and allocated capacity are available in the Overview of Allocation form. For the profiles using daily auctions, results of the daily auctions are available after publishing in the “Overview of action results” form.

Pro-rata reduction method
Accepted bids are evaluated using the following steps:

1. All daily requests for TC allocation are added up. 

2. If the sum fails to exceed the ATC value for a given profile, direction, and hour, the allocation coefficient is set to 1.

3. If the sum exceeds the ATC value for a given profile, direction, and hour, the allocation coefficient is determined as the ratio of the ATC and the sum.

4. Each request for daily TC allocation for each profile, direction, and hour is multiplied by the appropriate allocation coefficient, rounded down and saved as the allocated daily transmission capacities. The capacity reservation using the pro-rate reduction (allocation) method is free of charge.

Auction method – daily auctions of transmission capacities

Accepted bids are evaluated using the following steps:

1. Bids are ordered by the bid price in the descending order. If there are several bids with the same bid price, then the decisive factor is the date when the bid was received.

2. Bids are accepted one by one, up to the amount of the published ATC valid for a given hour, profile, and direction.

3. Any bid that cannot be accepted in full will be reduced.

4. The auction price offered by the bidder per 1 MW of accepted bid is equal to the lowest price of an accepted bid (the marginal price principle). If the sum of all requests is lower than the ATC, then the auction price is zero.

Part C  Check of schedule values
1. Basic schedule data are checked (see Chapter Algorithm Description below). If any of these checks returns an error, the algorithm terminates the check (does not perform the check of all hourly values of the schedule) and moves to step 5 of the basic flow. 

2. Hourly schedule data are checked for correctness (see Chapter Algorithm Description below). If any of these checks returns an error, the algorithm writes the error to the error list and proceeds with checking. 

3. Hourly schedule data are checked against business rules (see Chapter Algorithm Description below). If any of these checks returns an error, the algorithm writes the error to the error list and proceeds with checking. 

4. If all checks are completed successfully (no errors occurred, only warnings, if any), the entered schedule values are stored in the database, the schedule is accepted and the Calculation of Negotiated Transmission Values algorithm started. 

5. If the schedule value check failed (errors occurred), the schedule is rejected.

Algorithm description

The check of schedule values consists of:

· Check of basic schedule data;

· Correctness check of schedule hourly data; and

· Check of schedule hourly data against business rules.

Each partial check includes verification rules, described in the tables below. The algorithm flow is captured in the following picture. The algorithm output is an error list.
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Check of basic schedule data

If any of the following checks returns an error, the algorithm does NOT proceed with further checking.
	Check
	Description
	Notes

	User authorization check
	Checks whether the user is authorized to enter data to do ePortal Damas.
	The user must be assigned to a given entity or must be of the Operator type.

	Date check
	Checks whether the schedule is entered for a day in the calendar of ePortal Damas.
	

	Gate closure check
	Depending on the schedule type (long-term/daily), it check whether data can be still entered to ePortal Damas.
	The checks and the event flow of the module are available in the module description of Transmission Services.

	Source and destination profile check I
	Checks whether the entered codes belong to existing profiles.
	

	Source and destination profile check II
	Checks whether the codes entered for the source and destination profiles are not the same.
	

	Entity authorization check
	Checks whether the entity is entitled to use transmission services and whether it is not blocked. No blocked entity is entitled to upload long-term or daily schedules.
	The entity must be a BRP and at the same time of the Importer/Exporter type.

	Source profile partner check
	Checks whether the entered code belongs to the partner registered for a given entity and profile.
	This check is skipped, if the entered schedule is an export schedule.

	Destination profile partner check
	Checks whether the entered code belongs to the partner registered for a given entity and profile.
	This check is skipped, if the entered schedule is an import schedule.

	Contract check
	Checks whether the entity has a valid contract for both the input and output profile.
	


Correctness check of schedule hourly data

The check is performed for each hour of a given day. If any of the checks returns an error, the algorithm writes the error to the error list and proceeds with checking.

	Check
	Description
	Notes

	Hour number check
	Checks whether the entered hour number is correct.
	The check takes into consideration different numbers of hours on leap days.

	Non-negative value check
	Checks whether there are non-negative values for a given hour.
	

	TC total check
	Checks whether the sum of Entity’s TC and Partner’s TC values is equal to the Transmission value for a given hour.
	


Check of schedule hourly data against business rules

The check is performed for each hour of a given day. If any of the checks returns an error, the algorithm writes the error to the error list and proceeds with checking.

	Check
	Description
	Notes

	Schedule check against allocated TC of the entity on the source profile
	Checks whether by submitting the schedule the entity did not exceed the allocated capacity for a given hour, profile, and direction. Check is not evalueated for profile CEPS.
	This check is skipped, if the entered schedule is an export schedule.

	Schedule check against allocated TC of the entity on the destination profile
	Checks whether by submitting the schedule the entity did not exceed the allocated capacity for a given hour, profile, and direction. Check is not evalueated for profile CEPS.
	This check is skipped, if the entered schedule is an import schedule.



	Schedule check against financial guarantees of the entity
	Checks whether the schedule being entered would not exceed the effective value of trading volume of the entity. If the schedule is accepted, the effective value of ETC will be reduced by the volume of the schedule.
	

	Check of transmission trading limits 
	Checks whether the sum of values of all schedules (including those already accepted) does not exceed the total trading limits of transmission defined for a given profile.
	


Part C  Cheek of TC request values
TC allocation requests are checked as follows:
1. Basic request data are checked (see the algorithm description below). If any of these checks returns an error, the algorithm terminates the check (does not perform the check of all hourly values of the request) and moves to step 6 of the basic flow.

2. If the request concerns long-term transmission capacity, steps 4 and 5 of the basic flow will be skipped. 

3. Hourly request data are checked for correctness (see the algorithm description below). If any of these checks returns an error, the algorithm writes the error to the error list and proceeds with checking. 

4. Hourly request data are checked against business rules (see the algorithm description below). If any of these checks returns an error, the algorithm writes the error to the error list and proceeds with checking.

5. If all checks are completed successfully (no errors occurred), the entered values of the daily TC request are stored in the database, the request is accepted and the Calculation of Negotiated TC Values algorithm started.

6. If the request value check failed (errors occurred), the request is rejected.

Algorithm description

The Check of TC Demand Values consists of:
· Check of basic daily TC request schedule;

· Correctness check of daily TC request hourly data; and

· Check of daily TC request hourly data against business rules.

Each partial check includes verification rules, described in the tables below. The algorithm flow is captured in the following picture. The algorithm output is an error list.
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Check of basic data of daily transmission capacity request

If any of the following checks returns an error, the algorithm does NOT proceed with further checking.

	Check
	Description
	Notes

	User authorization check
	Checks whether the user is authorized to enter data to do ePortal Damas.
	The user must be assigned to a given entity or must be of the Operator type.

	Date check
	Checks whether the schedule is entered for a day in the calendar of ePortal Damas.
	

	Gate closure check
	Check whether data can be still entered to ePortal Damas. A daily request for TC can be entered to ePortal Damas, if ePortal Damas is in the Entering Requests for Daily TC state.
	

	Source and destination profile check I
	Checks whether the entered codes belong to existing profiles.
	

	Source and destination profile check II
	Checks whether the codes entered for the source and destination profiles are not the same.
	

	Entity authorization check
	Checks whether the entity is entitled to use transmission services and whether it is not blocked. No blocked entity is entitled to submit requests for auctions.
	The entity must be a BRP and at the same time of the Importer/Exporter type.

	Contract check
	Checks whether the entity has a valid general contract for transmission services.
	Only for daily TC.


Correctness check of hourly data of TC allocation request

The check is performed for each hour of a given day. If any of the checks returns an error, the algorithm writes the error to the error list and proceeds with checking.

	Check
	Description
	Notes

	Hour number check
	Checks whether the entered hour number is correct.
	The check takes into consideration different numbers of hours on leap days.

	Non-negative value check
	Checks whether there are non-negative values for a given hour.
	Two decimal positions

	Bid price check
	If the request includes a non-zero amount, it must specify a non-negative price.
	Checked in case of daily auctions held on the profile


Check of TC allocation request hourly data against business rules

The check is performed for each hour of a given day. If any of the checks returns an error, the algorithm writes the error to the error list and proceeds with checking.

	Check
	Description
	Notes

	Check of request total against ATC
	Checks whether by submitting the request for daily TC, the entity did not exceed the ATC value for a given hour, profile, and direction.
	

	Contractual limit check
	Checks whether the request value (including the existing requests) does not exceed contractual limits defined under the general contact.
	


Calculation of Negotiated Transmission Values

This algorithm calculates the sum of negotiated transmission values. The algorithm is performed for the entity whose schedule has changed. Resulting values are available in the Overview of Negotiated Transmission Values form.

1. Summary data of negotiated transmission values of the entity whose schedule has changed are deleted from ePortal Damas. 

2. Negotiated values are calculated for a given entity, for profiles where there is any schedule of the entity. 

3. For each profile, calculation of negotiated values is performed in each schedule separately for each direction (import, export, source and destination transit balance) 

4. For each such combination, appropriate transmission values from the entity’s schedules are added up. 

4a. Resulting sums are stored in ePortal Damas. 

4b. Each such combination is assigned a serial number, which is unique within the day.

5. Then, actual values of schedules are calculated in the same way, to be used as background data for transmission evaluation.

Part C  ATC calculation

The ATC calculation is performed separately for each profile, direction, and hour using the following formula. 
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	Abbreviation
	Description
	Notes

	[image: image11.png]VOPK """




	Available transmission capacity for import on a given profile for a given hour
	

	[image: image12.png]voprPk""




	Available transmission capacity for export on a given profile for a given hour 
	

	[image: image13.png]DOPK "%




	Daily transmission capacity for import on a given profile for a given hour
	Maximum daily available capacity (profile, direction, hour), also commonly referred to as the NTC 

DOPK calculation:

DOPK values form both sides of the profile are available. 
DOPK of the auction office (SEPS, a. s.) is calculated as 
COPK + DOPK correction. Also DOPK from foreign TSOs is entered to ePortal Damas. The calculation uses the minimum of both values. If the DOPK from foreign TSOs is unavailable, the DOPK value of the auction office is used.
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	Daily transmission capacity for export on a given profile for a given hour 
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	Coefficient of netting application to import on a given profile
	Coefficient entered in the register (Profile Configuration) assumes values from 0 to 100 %. 

When used in the calculation, the coefficient value (specified in %) is divided by 100.
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	Coefficient of netting application to export on a given profile 
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	Sum of transmission schedules for import on a given profile at a given hour
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	Sum of transmission schedules for export on a given profile at a given hour 
	


Using the coefficients, an authorized user can set the netting application rate. (With both coefficients set to zero, netting is fully suppressed. With coefficients set to 100 %, netting is applied in full extent.)

Calculated hourly values of ATC are stored depending on the profile configuration. If there is a minimum ATC set for the profile (typically for allocation profiles), the lowest calculated value for a given direction is saved for all hours. Otherwise, calculated values are stored each hour separately. 

Part C  Calculation of negotiated TC values
This algorithm calculates the sum of negotiated values of TC requests. The algorithm is performed for each entity which has at least one TC request uploaded for a given day. (Resulting values are available in the Overview of Negotiated TC Values form.) 

1. Summary data of negotiated TC values are deleted from ePortal Damas.

2. Combination of items Source profile, Destination profile, and Request type are obtained from all TC requests of the entity.
3. For each such combination, appropriate TC values from the entity’s requests are added up.

a) Resulting sums are stored in ePortal Damas.

b) Each such combination is assigned a serial number, which is unique within the day.

Part C  Formats of Submitted Data: Definition of XML Structures

Part C  XML File Structures 

XML Schemas express shared vocabularies and allow machines to carry out rules made by people. They provide a means for defining the structure, content and semantics of XML documents. in more detail.

Files with XML schemas (XSD files) are packed and can be downloaded from the download area of SEPS web page. This zip archive contains these files:

CBI_REQ_IN.xsd - Request for Intraday Transmission,

EVAL_PK_RD.xsd - Evaluation of Transmission Capacities and Schedules,

PK_IN.xsd - Transmission Capacities,

RD_IN.xsd - Schedules

Part C  Rules for Usage of Web Services

Part C  Introduction

A Web Service is a standardized service accessible via the Internet. It is a simple means for information system integration. This technology allows data transmission ‘without design’, using a non-visual interface. The XML format is used for this data transmission. In ePortal Damas, Web Services are used for automated data exchange, or for unattended data exchange. Web services are used among others by the Client Application. Data can be transmitted in two directions – either they are uploaded to ePortal Damas, or downloaded from ePortal Damas (these are also called IN and OUT data flows).


Web Service calls may be synchronous or asynchronous. In synchronous calls, the client calls a Web Service, and then it waits for response to the request. As the client has to wait till its request is processed (increasing the load burdening both the client and the server), synchronous calls are best for Web Services, requests of which take only a short time. With asynchronous calls, the client calls the service which does not respond immediately. Often, asynchronous calls are used to call Web Services where it is assumed that preparation of the result will be rather time-consuming.

To ensure smooth operation of ePortal Damas, it is necessary to observe the rules for usage of Web Services. If the rules are broken, SEPS, a. s. is entitled to suspend or permanently disable access of the client to ePortal Damas by means of Web Services depending on the seriousness of the breach.

Part C  Rules for usage of Web Services

All rules apply to all three groups of Web Services in ePortal Damas mentioned below. No more than two concurrent requests for a Web Service are allowed from a single user account at a time, i.e. in one moment it is allowed to request maximum two calls to Web Services at a time until ePortal Damas completes the processing of the current requests, including asynchronous calls. With an exception of Web Service Overview of Changes (CHANGESOVERVIEW) which no more than one concurrent request for this Web Service is allowed from a single user account at a time.

There are three groups of Web Services in ePortal Damas:

· Web Services concerning business days uploading data to Damas (IN data flows),

· Web Services concerning business days downloading data from Damas (OUT data flows),

· Special Web Services.

In ePortal Damas, there are the following Web Services concerning business days uploading data to Damas:

· Upload of Schedule XML (PRS_RD_IN)
· Upload of Daily Auction Request XML (PRS_TC_IN)
· Upload of Intraday Trading Request XML (CBI_REQ_IN)
In ePortal Damas, there are the following Web Services concerning business days downloading data from Damas:

· Download of  Schedule XML (PRS_RD_OUT)
· Download of Transmission Capacity XML (PRS_TC_OUT)
· Download of Total Auction Result XML (PRS_TSOTRDA_OUT)
· Download of ATC XML (PRS_VOPK_OUT)
The only special Web Service in ePortal Damas is Overview of Changes (CHANGESOVERVIEW).
There are three groups of Web Service calls:

· Simple calls which can be performed at anytime;

· Mass calls which can be performed only outside peak hours which are every day from 6:00 till 17:00; and

· Emergency calls which can be performed only after prior agreement with SEPS, a. s. on conditions specified by SEPS, a. s.

Simple calls are considered the calls that apply to no more than:

· 3 business days for calls concerning business days; or

· 2 minutes for the CHANGESOVERVIEW Web Service.

Mass calls are considered the calls that apply the interval of:

· 4 to 14 business days for calls concerning business days; or

· 3 minutes to 1 hour for the CHANGESOVERVIEW Web Service.

Emergency calls are considered the calls that involve more than:

· 14 business days for calls concerning business days; or

· 1 hour for the CHANGESOVERVIEW Web Service.

It is forbidden to use synchronous data flows for mass and emergency calls.

Also, it is forbidden to call the CHANGESOVERVIEW Web Service more frequently than once in 15 seconds provided that a request to this Web Service apply to no more then 30 seconds..
Part D   Workstation Standard for Access to ePortal Damas

Part D  Recommended Workstation Configuration for ePortal Damas

System requirements for a client computer follow:

· Operating system Windows 2000 or Windows XP.

· Operating memory 128 MB RAM.


· Minimum 200 MB of free space on the hard disk.


· Browser

· Microsoft Internet Explorer Version 6.0, 128-bit encryption
· Microsoft Internet Explorer Version 7.0, 128-bit encryption
· Microsoft Excel 2000 or XP or 2003
· MS XML parser 4.0
Part D  Electronic Signatures and Certificates

Part D  Introduction

Data sent to ePortal Damas are electronically signed by the user within the meaning of Law of NC SR No. 215/2002 Coll. (on electronic signature and on changes and amendments to some laws) and Directive 1999/93/EC on electronic signatures. The data are electronically signed using the user’s private key, which is included in his or her certificate.

This certificate also allows the user to access the portal. Furthermore, the certificate can be used to secure the electronic correspondence between the user and SEPS, a. s. The electronic signature is created before sending the data (both an xml exchange format file and data from selected forms) by means of a security technology by Microsoft (namely the CAPICOM ActiveX component, which is a standard part of some Microsoft products). If they lack this component on their workstations, users can install it according to the instructions on the appropriate webpage in ePortal Damas. Because of necessary expertise and rights, the installation should be performed solely by authorized IT workers (see item Requirements). 

Part D  Obligations of Certificate Holder

Pursuant to Law of NC SR No. 215/2002 Coll. (on electronic signature and on changes and amendments to some laws), a certificate holder shall handle his or her private key with proper care, so that the private key cannot be misused; provide exact, true, and full information concerning the certificate of his or her public key; immediately ask the certification authority which administers the certificate to cancel the certificate should the user find out that the user’s private key has been used unlawfully, or should unlawful use impend of the user’s private key, or should any changes occur in data specified in the certificate.

The certificate holder is liable for any damage caused by breach of the specified obligations pursuant to the general regulations on damages.
Part D  Requirements for Electronic Signatures and Certificates 

To access to ePortal Damas and use electronic signature, each user shall have one or two certificates meeting the conditions specified below.

One certificate can be used to access and work with ePortal Damas; however, two separate certificates are allowable: one to access do ePortal Damas and one to sign data sent to ePortal Damas.

Any certificate used in ePortal Damas must be either:

a. A qualified certificate within the meaning of Directive 1999/93/EC (on electronic signatures) and the Law of NC SR No. 215/2002 Coll. (on electronic signatures and on changes and amendments to some laws); or

b. Other certificate than the one specified in paragraph a) above, provided the following conditions are met:

i. SEPS confirms that the certification authority which issued the other certificate than the one specified in paragraph a) above meets the following criteria:

1) The published certification policy prepared in accordance with RFC 3647 or 2527; the certificate must explicitly reference the current version of the certification policy;

2) The certification procedure includes face-to-face registration, meaning that during the identity verification process for the certification purposes, applicants must personally meet the certification service provider or a trustworthy third party (such as a trust center employee, a notary public, or some similar official) and present some generally recognized state-issued identification document (such as an ID card, a passport, a driver’s license, etc.);

3) The certification authority employs a regular quick certificate invalidation process and issues CRLs with a validity period under 24 hours;

4) Employed encryption algorithms comply with Algorithms and Parameters for Secure Electronic Signatures (ESI Special Report SR 002 176, March 2003).

Also, each certificate used in ePortal Damas must meet the following conditions:

1. The certificate is RFC 3280 compliant;

2. The certificate version is X.509 v3;

3. The public key of the certificate must be designed for the RSA algorithm; and

4. The key usage extension is defined as critical.

Certificates used to access ePortal Damas must be intended:

1. for user authentication using a web server;

2. for the SSL communication; and 

3. for symmetric key exchange using the RSA algorithm.

Certificates used for electronic signatures in ePortal Damas must be intended for verification of secured electronic signatures within the meaning of Directive 1999/93/EC (on electronic signatures).

Certificates registered by ePortal Damas operators prior to the issue of this version of the rules are considered valid under this version, even if they do not meet some conditions described in the version of the rules.

Part D  Supported Certification Authorities

All certification authorities issuing certificates to be used in v ePortal Damas must successfully pass the test carried out by SEPS. The list of supported certification authorities is provided on the website of SEPS, a. s.  

Part D  Electronic Data Signing

Part D  Requirements

The CAPICOM ActiveX component must be installed on the machine, from which the user will access ePortal Damas and send data to the portal. The installation shall be performed by means of the installation webpage of ePortal Damas (accessible by clicking the ‘Install component’ button on the ‘News’ page). The worker performing the installation must have sufficient rights for the machine (must be at least in the Standard User group or the Administrator group).

Part D  Signing procedure

At the header of the forms requiring an electronic signature, there is a checkbox labeled ‘Electronically signed uploaded data’ (see Fig. 1). Select this checkbox to request electronic data signing before upload.

Figure 1: Checkbox
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When the form is completed and sent, a message appears notifying the user of the start of electronic data signing (see Fig. 2).

Figure 2: Information message

[image: image20.jpg]Export of requests (XM

@ [lamas

Logged in user: -, )

ERCIRD

Signing data with

Uplond af XL e (e (1) Cusn st e dgtsrd

Forced acceptance ~ [

EEEEEEEE 5050-2005_ Unicorn




Depending on the setting of the ‘Initialize and script ActiveX controls not marked as safe’ option, a warning message may appear to the user (see Fig. 3). The message appears only of the option is set to ‘ask’. It notifies the user of launching the ActiveX component, allowing him or her to permit or forbid the launch. To create an electronic signature, it is necessary to permit launching this component. 

Figure 3: Information message
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If user denies the launch of the component, the component is not properly installed, and/or ActiveX components are disabled, an error message appears (see Fig. 4). In such a case, data will not be electronically signed, and therefore not accepted by the system (however, the user is notified of this fact by an error message) 

Figure 4: Error message after failure to launch the ActiveX component
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When the component is launched successfully, the list of installed user certificates appears (see Fig. 5). From this list, the user selects the proper certificate and clicks the ‘OK’ button. If the user has only one certificate installed, this step may be skipped, i.e. the system automatically selects the only certificate of the user. The system behavior depends on settings of the ‘Do not prompt for selection of a client certificate, if only one or no certificate is available’ option, available to users in ‘Internet Options’ – ‘Security’ – ‘Custom level’.

Figure 5: List of installed user certificates 
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If the user selected the ‘Permit strong key protection’ option during installation and then set the medium security level (see Fig. 6), a warning message appears when a certificate is selected notifying the user that his or her certificate private key is to be used, prompting for confirmation of this action (see Fig. 7). Repeated showing of this message can be prevented by checking the ‘Do not show this dialog box again’ box in the message. If the user set the high security level during the certificate installation, he or she will be asked to enter his or her password before every single use of his r her private key. If the user does not allow the system to use the private key, the sent data will be rejected as they will not be electronically signed. 

Figure 6: Security level dialog during the certificate installation
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Figure 7: Warning message notifying the user that his or her certificate private key is to be used
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If an error occurs when creating the electronic signature, the user is notified of the error by a warning message. 

If the signature check failed, ePortal Damas will reject the data and the user is notified of the rejection reason by a warning message.
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